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[bookmark: _Toc4007667][bookmark: _Toc8369503][bookmark: _Toc18306596]**************************** Start of changes *********************
4.2.2.6	TEID uniqueness 
Requirement Name: TEID uniqueness.
Requirement Reference: 
TS 23.501 [4], Clause 5.8.2.3.1; TS 29.281 [5], Clause 5.1; TS 23.060 [6], Clause 14.6
Requirement Description: 
"Allocation and release of CN Tunnel Info is performed when a new PDU Session is established or released. This functionality is supported either by SMF or UPF, based on operator’s configuration on the SMF" as specified in TS 23.501[4], clause 5.8.2.3.1.
"Tunnel Endpoint Identifier (TEID): This field unambiguously identifies a tunnel endpoint in the receiving GTP U protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use" as specified in TS 29.281[5], clause 5.1.
"The TEID is a unique identifier within one IP address of a logical node." As specified in TS 23.060 [6], clause 14.6.
Threat Reference: TR 33.926 [7], Clause L.2.4, "Failure to assign unique TEID for a session"
TEST CASE: 
Test Name: TC_TEID_ID_UNIQUENESS_UPF
Purpose:
Verify that the TEID generated by UPF under test for each new GTP tunnel is unique. 
Pre-Conditions:
Test environment is set up with SMF, which may be real or simulated, and UPF under test. The tester is able to trace traffic between the UPF under test and the SMF (real or simulated). SMF configures UPF under test to generate the TEIDs.
Execution Steps:
1)	The tester intercepts the traffic between the UPF under test and the SMF.
2)	The tester triggers the maximum number of10000 concurrent N4 session establishment requests.
3)	The tester captures the N4 session establishment responses sent from UPF to SMF and verifies that the F-TEID created for each generated response is unique.
Expected Results:
The F-TEID set in each different N4 session establishment response is unique.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace).
********************************* End of changes *********************************
